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Abstract

DNS-based Authentication of Named Entities (DANE) offers an
alternative or complementary authentication mechanism. How-
ever, DANE’s web adoption is limited. In this work, we revisit
DANE by focusing on a practical deployment concern for the web:
added latency. Using our custom DANE-for-the-web measurement
framework, we show that DANE’s overhead is dominated by DNS
resolution, particularly DNSSEC, which is highly sensitive to net-
work latency and caching behavior. We further reveal that certain
TLSA parameter combinations can trigger DNS-over-TCP fallback
due to large response sizes, increasing DNS delay by up to 2 round
trip times. Finally, our web-scale study discovers 4,435 websites
supporting DANE validation for HTTPS connections, and charac-
terizes DANE-induced delays across these real-world domains. Our
findings shed light on the readiness of DANE for the web and offer
guidance for efficient deployment.
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1 Introduction

Transport Layer Security (TLS) authentication relies on Certificate
Authorities (CAs), but past compromises and mis-issuances [3, 8,
27, 29] have exposed structural weaknesses in this trust model.
The DNS-based Authentication of Named Entities (DANE) proto-
col [12, 17] enables domain owners to bind their public keys (or
TLS certificates) directly to domain names by leveraging the Do-
main Name System (DNS) secured with DNS Security Extensions
(DNSSEC) [36—-38]. By doing so, DANE can reduce reliance on
(trusted) CAs and provide a more domain-controlled authentication
model.

Currently, DANE is mainly deployed in the email ecosystem,
where email servers authenticate peer servers using DANE, which
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offers security benefits such as mitigating TLS downgrade attacks.
In contrast, DANE deployment for the web remains very limited,
and one concern is that DANE validation can introduce additional
latency for delay-sensitive web services [18, 23]. However, the
degree and contributing factors of such delay have not been well
studied.

In this study, we perform an in-depth analysis of the delays
introduced when DANE is adopted for the web. We develop a DANE-
for-the-web measurement framework, which decomposes web page
load delays into detailed components (e.g., DNS resolution and TLS
handshake), considers DNS caching effects, and examines variations
across different DANE configurations and client locations. Using
this framework, we conduct controlled experiments using our own
DNS and web servers. We further perform Internet-wide scans and
discover 8,513 domains serving TLSA records on port 443 (common
port for HTTPS services). We then evaluate real-world delays with
DANE by connecting to these domains.

Key Contributions. Our key findings/contributions are:

e We build a DANE-for-the-web measurement framework by ex-
tending an existing DANE proxy to support all TLSA configura-
tions and enable detailed delay measurement.

e The dominant delay component stems from DNSSEC resolution,
which grows significantly with the Round Trip Time (RTT) to
the authoritative nameserver.

e In most favorable conditions (e.g., warm cache and low RTT), the
performance benefit of DANE validation can offset the additional
resolution delay of TLSA records and even slightly outperform
standard TLS validation.

o Certain TLSA configurations (e.g., TLSA 000) result in substantial
overhead due to UDP fragmentation of the larger DNS responses
and consequently TCP fallback.

e We successfully perform DANE validation in connections to
4,435 websites. DANE adds a median overhead of 42.4 ms in Eu-
rope and 744.0 ms in US East when using Google public resolver.

Artifact availability. Our code and dataset, including our DANE-
for-the-web measurement framework, are publicly available at:

https://github.com/dane-web-study/dane-web-study

2 Background and Related Work

With DANE [12, 17], a domain can publish its public key or certifi-
cate as a TLSA record, a DNS record type for DANE.

TLSA records provide information that can be used to verify the
public key or certificate of a service running on a domain. Because
multiple services can share the same domain on different ports, each
TLSA record is stored under a prefixed domain name that includes
the port (e.g., 443) and protocol (e.g., TCP). A TLSA record consists
of four fields:
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e Certificate Usage: specifies how the presented certificate
(chain) should be verified, with four options: PKIX-TA (0), PKIX-EE
(1), DANE-TA (2), and DANE-EE (3). Both PKIX usages require cer-
tificates issued by trusted CAs and validation through the ex-
isting root store [2, 30, 32]. PKIX-TA validates a CA certificate
(i.e., TLSA record contains the CA’s certificate), while PKIX-EE
validates the end-entity certificate (i.e., TLSA record contains the
server’s leaf certificate). In contrast, both DANE usages do not
require trusted CA-issued certificates; self-signed or internally
issued certificates can be used instead. DANE-TA validates a Trust
Anchor (TA)’s certificate (e.g., a non-public CA used in a corpo-
rate network) without requiring root store verification, while
DANE-EE directly validates an end-entity certificate (possibly
self-signed).

Selector: specifies which part of the certificate is used for
Certificate Association Data; the entire certificate (0) or
only the public key part (1).

Matching Type: specifies the format of Certificate Associa-
tion Data; the original data (0), its SHA-1 hash (1), or its SHA-2
hash (2).

Certificate Association Data: contains the data generated
according to the above three parameters.

DNSSEC [36-38] guarantees the authenticity and integrity of DNS
records. Domains that deploy DANE must support DNSSEC to
protect their TLSA records from attacks such as cache poisoning. A
domain (e.g., anon-test.com! ) should publish DNSKEY and RRSIG
records in its authoritative nameserver and upload a corresponding
DS record to its parent zone (e.g., . com) to establish a DNSSEC chain
of trust. Clients typically rely on recursive resolvers for DNSSEC
validation.

Client-side DANE validation consists of two phases: (1) the DNS
phase and (2) the TLS handshake phase (TLS phase), as illustrated
in Figure 8 in Appendix B.

(1) DNS phase: DNS lookup and DNSSEC validation are car-
ried out ([i]-[iii]), prior to initiating the TLS handshake. The
browser sends DNS queries for TLSA records of the target do-
main to its DNSSEC-enabled resolver ([i]), which performs
recursive lookups ([ii]) and returns the TLSA together with
their DNSSEC validation results ([iii]), indicated by the AD
flag [42]. If the browser receives a TLSA record with AD = 1, it
proceeds to the TLS phase. Otherwise, if DNSSEC validation
fails (AD = 0), the browser aborts the connection (or may fall
back to standard TLS, depending on its configuration). The
TLSA lookup can be performed in parallel with the A record
lookup. Without DANE (e.g., in standard TLS), only A records
are retrieved ([a]-[c]).

TLS phase: During the TLS handshake ([iv]—-[vi]), the browser
verifies the server’s certificate using the retrieved TLSA records
(from the DNS phase). If verification fails, the connection is
aborted. In standard TLS, this phase ([d]-[f]) involves validat-
ing the certificate chain using the trusted root store [2, 30, 32].

(2

~

Further background and TLSA examples are in Appendix B.

Related work. While several studies have examined DANE for
email services [24, 25], there is very limited work on DANE for

1A non-existent domain name used for anonymization.
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Figure 1: Overview of our measurement framework.

the web. In 2015, Zhu et al. [41] conducted Internet-wide scans
to examine DANE configurations in HTTPS, SMTP, and XMPP
protocols. Most recently, Yagi et al. [40] measured web page load
times with and without DANE.

Our work differs from [40] in three main aspects. (1) Measure-
ment framework and delay analysis: [40] uses the original Let’s
DANE proxy [5], which supports only DANE-EE, and routes only
DANE-enabled webpage loads through the proxy. In contrast, we
extend the proxy to support all TLSA parameters and use the same
proxy path for webpage loads both with and without DANE. More-
over, we add detailed logging to decompose the delay into DNS
and TLS phases. (2) Resolver and DNS cache configuration: [40] uses
a local Unbound recursive resolver and considers cache-disabled
and warm-cache settings. Our controlled experiments explicitly
distinguish caching-disabled, cold-cache, and warm-cache condi-
tions, while our web-scale experiment uses Google Public DNS
(without direct control over its cache state). (3) Dataset and TLSA
scope: [40] evaluates 4,022 TLSA-enabled domains obtained solely
from Internet.nl [20] and considers only DANE-EE configurations. In
contrast, our web-scale measurement discovers 8,513 TLSA-enabled
domains from multiple datasets and evaluates their deployed TLSA
configurations, including not only DANE-EE but also other TLSA
parameter combinations. Furthermore, our controlled experiments
systematically evaluate all possible TLSA parameter combinations.

- Takeaway. These analyses enable us to investigate when and
why DANE introduces additional latency, rather than only its im-
pact on end-to-end webpage load time. In particular, our analysis
identifies DNSSEC resolution as the dominant source of DANE-
induced delay, quantifies the effects of RTT and resolver caching,
and identifies DNS-over-TCP fallback caused by oversized TLSA re-
sponses as a configuration-dependent source of additional latency.

3 Measurement Framework

We develop a DANE-for-the-web measurement framework that in-
tegrates three modules, as illustrated in Figure 1.

1) Web browser. We use Firefox (v140.0.2 [31]) in headless mode
via Selenium. The browser runs inside a dedicated Docker container,
and is used to measure page load time.

2) DANE proxy. Since mainstream browsers do not support DANE-
based TLS authentication, we use Let’s DANE [5], a proxy that
enables DANE validation for client applications such as browsers.
With the proxy, all HTTPS requests from the browser are forwarded
to the proxy, which performs DNS resolution, initiates the TLS
handshake, and returns the response. When DANE is enabled (i.e.,
DANE-TLS mode), the proxy performs a TLSA lookup (in parallel
with the A lookup) and conducts the TLS handshake using DANE. If
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DANE is disabled (i.e., STD-TLS mode), the proxy performs the stan-
dard TLS handshake by validating the certificate chain using the
root store in Ubuntu 22.04. In both modes, communication between
the browser and the proxy is encrypted with a custom certificate
dynamically generated by the proxy. The proxy runs in a separate
Docker container. Let’s DANE, however, has several limitations
that hinder comprehensive evaluation; for instance, prior work [40]
was restricted to the DANE-EE usage because the proxy only sup-
ports that one usage type. To tackle this limitation, we extend Let’s
DANE to support all TLSA parameters and ensure consistent behav-
ior across both STD-TLS and DANE-TLS modes. We further build a
logging module to record detailed delay components. In total, 553
lines of code are changed.

3) Recursive resolver. We use the official BIND9 (v9.20) Docker
image from ISC [21], running in a separate container, for the con-
trolled experiments. For the real-world websites, we use a public
resolver instead of our own resolver.

3.1 Measurement Metrics and Scenarios
3.1.1

Page load time. We use Firefox’s ‘window.performance .getEn-
tries()’ API and calculate the loading time as ‘loadEventEnd’ - ‘start-
Time’. This represents the end-to-end webpage load time measured

Delay Metrics. Our framework measures:

in our browser setup.
The detailed delays are measured by our DANE proxy:

DNS phase. In DANE-TLS mode, the delay between generating and
sending TLSA and A queries (in parallel) to the resolver container
and receiving the corresponding responses is measured. This delay
includes DNSSEC validation time. In STD-TLS mode, only the A
lookup time is measured.

TLS phase. In DANE-TLS mode, the proxy measures the TLS hand-
shake delay, which varies depending on the TLSA parameter com-
binations. In STD-TLS mode, only the certificate verification delay
via the trusted root store is measured (e.g., ‘w/o DANE’ in Figure 7
in Appendix B).

3.1.2 Test Scenarios. We consider three main scenarios:

(1) Baseline: A baseline scenario where the DANE proxy is not
used. The browser connects directly to our domain.

(2) STD-TLS: The standard TLS scenario, where the browser con-
nects to our domain through the DANE proxy but performs
standard TLS authentication.

(3) DANE-TLS: The DANE-enabled TLS scenario, where the browser
connects to our domain through the DANE proxy and performs
DANE-based TLS authentication.

For each main scenario, we further vary the recursive resolver
configurations in terms of DNSSEC support and caching behavior
to cover representative practical cases.

Resolver DNSSEC support. As some resolvers may not perform
DNSSEC validation in practice, our framework supports two modes:

e DNSSEC-non-validating (DNSSEC X): The resolver does not
perform DNSSEC lookups and validation.

o DNSSEC-validating (DNSSEC O): The resolver performs DNSSEC

lookups/validation, returning the result (AD flag) to the proxy.
Note that DANE-TLS must use the DNSSEC-validating configu-
ration, as DNSSEC is essential for DANE.
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Resolver cache. Our framework supports three cache modes:

e Caching-disabled: The resolver disables caching; the maximum
Time-to-Live (TTL) values for caches are set to zero. This reflects
a worst-case scenario in which the client uses a resolver without
caching support, so no records are stored even within a single
test, resulting in the maximum possible DNS lookup delay.

e Cold cache: Resolver caching is enabled but no relevant record
is cached initially, representing a client accessing a rarely visited
domain.

e Warm cache: Caching is enabled and all relevant DNS records
are already cached and immediately reusable. This setup repre-
sents a best-case scenario in which the target domain has been
visited recently. In this test, the browser first connects to our do-
main and then immediately reconnects; the second connection
is used for analysis.

4 Controlled Experiment of DANE Delay

We conduct controlled experiments to measure the overhead intro-
duced by adopting DANE for the web (Figure 1-[1]).

4.0.1 Testbed. We first build a controlled testbed.

Nameserver/Web server. We run an authoritative nameserver
for a test domain (anon-test . com) using BIND9, which supports
DNSSEC and publishes TLSA records generated from our web server’s
certificate, covering all 24 parameter combinations. Each subdomain
corresponds to one parameter combination, with TTLs set to 1 sec-
ond (Caching-disabled), 5 seconds (Cold cache), and 3,600 seconds
(Warm cache); these are well below our resolver’s maximum cache
TTL (86,400s). Note that our resolver is configured correspondingly
for each caching scenario, and the purpose of setting TTLs is to
control unintended caching at potential intermediate entities/mid-
dleboxes in the path. Our web server runs Apache2 (v2.4.65) with a
certificate chain issued by Let’s Encrypt and serves a minimal single-
line webpage. To support both STD-TLS and DANE-TLS experiments,
we use a trusted CA-issued certificate instead of a self-signed one.
Server configuration is identical for STD-TLS and DANE-TLS, except
for DANE-EE where only the leaf certificate is served.

Controlling DNS cache effects. We initialize fresh Docker con-
tainers for all components before each run and remove them after
completion. Furthermore, our nameserver dynamically generates a
unique subdomain (u-id.anon-test. com) for each run and serves
corresponding DNS records (i.e., A and TLSA). The browser sends
queries to these unique subdomains to ensure that every lookup
triggers a fresh resolution. We also flush the OS cache before each
run.

EDNSO setting. We configure both the DANE proxy and the re-
cursive resolver to advertise a 4,096-byte EDNSO UDP payload size
in DNS queries.

Deployment location. We deploy our measurement framework
in two AWS EC2 regions: US East and Europe (Germany). The name-
and web server each run on separate EC2 instances in the US East
region.

4.1 Experiment Results

By combining all scenarios and TLSA combinations, our experiment
covers 84 distinct test cases. In each run, all 84 cases are executed
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Figure 2: Interquartile range (IQR) box plots with median
values for page load times (unit: ms). Values in parentheses
denote the 95th percentile (p95).

sequentially, and the entire run is repeated 300 times to ensure
statistical stability. The DANE proxy adds 48 ms of page load time
on average across configurations and regions, compared to the
baseline without the proxy; detailed results are in Appendix C.

4.1.1 STD-TLS vs. DANE-TLS. We first compare STD-TLS and
DANE-TLS, where DANE-TLS uses the most common TLSA configu-
ration (Certificate Usage 3, Selector 1, Matching Type 1), as
reported in prior work [40] and observed in our web-scale measure-
ments (Section 5). Note that all reported values refer to the median
used in the IQR plots.

Page load time. Figure 2 shows page load times across different
scenarios (e.g., DNSSEC support, caching behavior, and the use
of DANE) in the two deployment regions. In US East, the over-
head of enabling DANE is small: less than 10 ms across all scenar-
ios, and only 4 ms when the resolver already performs DNSSEC
validation (e.g., DNSSEC O, STD-TLS vs. DNSSEC O, DANE-TLS;
caching-disabled). In contrast, all Germany scenarios show substan-
tially larger page load times. The difference between STD-TLS and
DANE-TLS is much more pronounced: in the worst case (caching-
disabled), DANE increases the median load time by 271 ms, and
decreases to roughly 262 ms with cold cache. However, under warm
cache, DANE slightly reduces the load time by 1-4 ms compared to
STD-TLS (in both US East and Germany). Next, we break down the
delay components behind this difference.

DNS and TLS phases. Figure 3 shows the detailed delays.

(a) US East: shows only minor overhead when DANE is enabled.
In the worst case (caching-disabled), it increases the DNS+TLS phase
by about 11 ms relative to the ‘DNSSEC X, STD-TLS’ case, and
by only 2 ms when the client already uses a DNSSEC-validating
resolver (‘DNSSEC O, STD-TLS’). Interestingly, in the warm-cache
setting, DANE-TLS becomes slightly faster (by about 3 ms) than both
STD-TLS cases.

The middle row shows that the additional cost comes primarily
from the DNS phase due to DNSSEC, especially in the caching-
disabled and cold-cache settings. In contrast, the TLS phase is faster
with DANE-TLS (about 6.1 ms for STD-TLS vs. 2.7 ms for DANE-TLS)
because CA chain validation is not required. This reduction offsets
the added DNS phase cost. In warm-cache (where DNS phase is sim-
ilar across modes), the shorter TLS phase makes DANE-TLS slightly
faster overall.
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(b) Germany: shows different patterns due to the longer RTT
between the measurement framework and our nameserver (in US
East); while the RTT is about 1 ms from the framework in US
East, it is roughly 91 ms from Germany, amplifying delays in both
phases. This effect is particularly visible in the DNS phase. In the
caching-disabled setting, enabling DNSSEC increases DNS phase
by nearly 100 ms, and DANE adds about 190 ms. In the TLS phase,
the trend remains the same as US East: DANE is about 3 ms faster
than STD-TLS. Overall, because the DNS phase dominates the total
delay, DANE results in about 280 ms of additional delay in the
caching-disabled and cold-cache settings. However, in the warm-
cache setting, DANE-TLS becomes slightly faster than STD-TLS for
the same reason as in US East.

Takeaway. The main bottleneck for DANE is DNS phase, which
is highly sensitive to network conditions such as RTT. However,
when domains are frequently visited and in resolver caches (i.e.,
warm cache), DANE becomes slightly faster than STD-TLS due to
faster validation in TLS phase.

4.1.2 TLSA parameters. We next examine how different parame-
ter choices affect delay. When we fix Selector and Matching Type
to 1 (their most common values, as shown in later Section 5), and
vary only the Certificate Usage parameter, all four Usage types
(011,111, 211, 311) produce nearly identical page load times across
regions and cache settings, with only marginal differences.

A more interesting pattern emerges when examining all com-
binations of Selector and Matching Type. Most combinations
behave similarly, except for PKIX usages that embed the full cer-
tificate: TLSA 000 and 200. Figure 4a shows the page load time in
Germany for TLSA Usage 0 (PKIX-TA) and 2 (DANE-TA), where 000
and 200 add roughly 200 ms compared to other parameters. Apart
from these two cases, all combinations show nearly identical delays.

This behavior directly correlates with TLSA response sizes. As
shown in Figure 4b, responses exceeding the common UDP fragmen-
tation threshold (1,232 bytes [11]) trigger DNS-over-TCP fallback.
In our measurements, all 1,273-byte responses, corresponding to
the 000 and 200 combinations, always fall back to TCP. This fall-
back adds roughly 2 RTT of additional delay: a failed UDP attempt
(=1 RTT) followed by a TCP retry (=1 RTT) and subsequent DNS
lookup (=1 RTT) together amount to ~2 RTT. Other full certificate
combinations (e.g., 100 and 300) do not exhibit this behavior in our
setup because their certificates are smaller (1,096 bytes), keeping
the response below the fragmentation threshold. However, if their
certificate sizes grow beyond this limit, they would similarly incur
TCP fallback. The complete plots for all parameter combinations
are provided in Appendix D.1.

Takeaway. While most TLSA parameter combinations incur sim-
ilar delays, combinations that embed full certificates (e.g., TLSA
000) introduce substantial overhead due to oversized DNS re-
sponses that trigger TCP fallback. This effect is especially ampli-
fied under high RTT conditions.

5 Web-Scale Measurement of DANE Delay

We perform large-scale scans to discover DANE-capable domains.
We then measure the delay when connecting to these real-world
domains in a practical setting (Figure 1-[2]).
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Target domains. We identify DNSSEC-enabled domains using
the OpenINTEL datasets [34, 39], which continuously measure do-
mains in four popularity rankings (Tranco [35], Cisco Umbrella [6],
Cloudflare Radar [7], and Majestic Million [28]). From the datasets,
we extract all domains that publish DNSKEY records. We addition-
ally include 79,320 DNSSEC-enabled domains from internet.nl’s
Hall of Fame [20]. As of April 29, 2026, this yields 240,429 unique
FQDNs with DNSKEY. Note that OpenINTEL performs TLSA scans
only for email ports (25, 465, 587); therefore, we perform our own
TLSA lookups for these FQDNs on port 443 using ZDNS [22].

Domains with TLSA. We discover 8,513 domains with TLSA records
for HTTPS (port 443), about 3.5% of the DNSKEY-publishing FQDNs.
Among them, 84% use Usage 3 (DANE-EE). We also find 15 domains
using TLSA 000 (full-certificate values). For two of these domains,
we confirmed that they publish full-certificate TLSA values. Full
statistics of usage types are in Appendix E.1.

Connection results. To reflect a realistic scenario, we use Google
DNS (8.8.8.8), which covers over 60% of clients (that use open re-
solvers) in the wild [1], instead of our own resolver. Since Google

measurements (unit: ms). Overhead: DANE-induced delay
over STD-TLS.

DNS supports DNSSEC validation and caching, we only measure
STD-TLS and DANE-TLS modes. We measure each domain in five
sequential rounds per region: each round connects to all target
domains in turn, so consecutive rounds for the same domain are
separated by at least 12 hours; given that 91% of the observed TLSA
records have a TTL of at most 12 hours, cached entries may expire
between rounds. We exclude DNSSEC-invalid TLSA records, and
any mismatch between a domain’s TLSA and its presented certifi-
cate is treated as a connection failure. Out of the 8,513 domains,
4,435 succeeded in all five attempts across both regions and both
modes; these are used in our analysis. Of the remaining 4,078 do-
mains: 2,434 (60%) fail even under STD-TLS; 1,539 (38%) present a
certificate that does not match their TLSA record; the rest succeed
under STD-TLS but fail under DANE-TLS.

Result analysis. Figure 5 shows page load times and paired DANE-
induced overhead for the 4,435 domains. For page load times, each
point represents the per-domain mean over five measurements. For
overhead, we compute the difference between the five-run mean
page load times of DANE-TLS and STD-TLS for each domain. The
median overhead is 744.0 ms in US East and 42.4 ms in Germany,
with p99 reaching 4,699.3 ms and 2,051.0 ms, respectively. The larger
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US East overhead is consistent with the concentration of DANE-
capable domains under Europe-based authoritative nameservers
(Appendix E.2).

Comparison with prior work [40]. Our Germany measurements
exhibit similar page load times with the Frankfurt measurements
(under DNS caching) in Table II of [40]. Our Germany measure-
ments report mean page load times of 1,863.5 ms for STD-TLS and
1,949.1 ms for DANE-TLS, with a mean paired per-domain overhead
of 85.6 ms; Frankfurt measurements [40] report mean page load
times of 1,973.9 ms without DANE and 2,104.6 ms with DANE, a
difference of 130.7 ms. Nevertheless, these results are not directly
equivalent due to the methodological differences (Section 2). In par-
ticular, the 130.7 ms overhead in [40] is the difference between the
two reported mean page load times, whereas our 85.6 ms overhead
is the mean of paired per-domain overheads.

Takeaway. Using Google DNS, DANE introduces a median over-
head of 42 ms in Europe and 744 ms in US East, highlighting the
impact of RTT on DANE overhead variability.

6 Discussion

Deployment considerations. Using a full certificate in a TLSA
record (i.e., Selector 0 and Matching Type 0) can push the DNS
response size above the UDP fragmentation threshold, triggering
DNS-over-TCP fallback and increasing DNS latency by up to 2x.
This effect becomes more pronounced when the client/resolver is
far from the authoritative nameserver. In our setup, the 000 and
200 combinations, which embed Let’s Encrypt’s E7 intermediate
certificate [26], consistently trigger fallback. Because Let’s Encrypt
accounts for over 50% of web certificates [14, 19], many real-world
domains could encounter the same issue when using these combina-
tions. 100 and 300 avoid fallback only because the leaf certificate in
our experiment is small; larger certificates would trigger the same
issue. TLSA with full public key (Selector 1 and Matching Type
0) are smaller today, but future larger keys, such as post-quantum
cryptography algorithms (e.g., Dilithium [9], which is at least 1,312
bytes), may again exceed the threshold. Consistent with the DANE
RFC [12], which marks Matching Type 0 as NOT RECOMMENDED,
operators should avoid publishing full certificates via TLSA records
to prevent TCP fallback-induced delays.

We also find that using a Let’s Encrypt certificate chain does not
introduce additional delay. Our web server serves the full chain
in both STD-TLS and DANE-TLS modes, even though DANE-EE (i.e.,
Usage 3) allows serving only the leaf certificate. Additional exper-
iments (Appendix D.2) where we served only the leaf certificate
show virtually identical delays. This indicates that domains can
support both standard TLS and DANE during a transition period by
continuing to serve a conventional CA-based certificate chain (e.g.,
Let’s Encrypt) while also publishing a TLSA record (e.g., DANE-EE),
without incurring extra latency.

EDNSO. Advertising a larger EDNSO buffer does not appear suf-
ficient to avoid TCP fallback in our measurements: the 1,232-byte
threshold reflects a recommended UDP response-size limit intended
to prevent IP fragmentation [11, 16], and this operational limit can
be applied even when the requester (e.g., a client) advertises a larger
EDNSO buffer. Consistent with this, for two full-certificate domains
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(i.e., using TLSA 000) in our web-scale study, we confirmed that
TLSA lookups through Google DNS trigger TCP fallback and return
responses exceeding 1,700 bytes after TCP retry, even when the
query advertises a larger EDNSO buffer (Appendix F).

Measurement limitations. Our measurement setup uses Firefox
in headless mode and Docker-based networking. Headless execu-
tion may differ from conventional interactive browsing in browser-
level behavior, such as rendering and resource scheduling. There-
fore, the absolute webpage load times measured in our setup may
not exactly represent user-perceived performance in a conven-
tional desktop browser. Docker networking may also introduce
additional processing overhead through virtual network interfaces,
bridges, and container-to-container forwarding. However, STD-TLS
and DANE-TLS use the same browser, proxy, and Docker network
topology, so much of this systematic overhead is common to both
modes, although we do not assume that it cancels completely. Ac-
cordingly, our results should primarily be interpreted in terms of
relative DANE-induced delay and its protocol-level causes, rather
than as exact estimates of end-user QoE.

Future work. To reduce latency, one possible option is to deploy
TLS DNSSEC Chain Extension [13], which embeds TLSA record
and its full DNSSEC chain into TLS handshake, eliminating the
need for separate DNSSEC/TLSA lookups. The extension is yet to
be deployed and studied in practice.

7 Conclusion

We presented the first fine-grained analysis of DANE’s impact
on web performance. Using our DANE-for-the-web measurement
framework, we conducted controlled experiments showing that
delay is dominated by DNS phase, which is highly sensitive to
network latency and caching behavior; when records are warm-
cached, DANE adds virtually no overhead. We also find that those
embedding full certificates trigger TCP fallback and substantially
increase lookup delay. Our web-scale study quantifies the delay
introduced by DANE on real-world domains. Finally, we provide
guidelines for efficient DANE deployment.
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with TLSA records. In the PKIX-TA example, an intermediate
CA certificate is used as TLSA.

DNS+—
TLS ¢--»
Recursive m
Resolver (54

Standard TLS

\ =) )

. === Recursive

* A~ @ Resolver
=

e

DANE TLS ; I

(i (1] DNSSEC record> S o0

I
ii-2] DNSSEC records | gy
<.l..l..._________¢ com.

113
SE
[iii] Answer g TLSC’E g
(w/ AD flag)| |[i] Query 4,0 S | @=3 Authoritative [c] Answer | [[a] Query
- &2 Nameserver
TLS

WebD__ s “[d] Initi
Browser [ e .

[vi] Verify C;rﬁ.iﬁcate chain [f] Venfy certificate
certificate using TLSA @ "am) using root stores

anon-i test com.

Web
Browser

Figure 8: DNS and TLS handshake flows: with DANE (DANE
TLS) and without DANE (Standard TLS).

DNS queries) to publicly accessible servers only. To avoid placing
excessive load on target domains, we limited the number of con-
nections to between 20 and 40 per domain. The baseline number
of connections is 20 (2 measurement regions X 2 validation modes
X 5 attempts), and the upper bound reflects one retry for failed at-
tempts; here, the validation modes are STD-TLS and DANE-TLS. We
also inserted a minimum 2 seconds pause between attempts to avoid
overloading Google Public DNS. We did not collect, store, or ana-
lyze any Personally Identifiable Information (PII), authentication
credentials, or cookies.

B Background: DANE and DNSSEC

TLSA record. Figure 6 shows an example TLSA record for HTTPS.
Next, Figure 7 illustrates how certificate validation differs across
Certificate Usage types during the TLS phase. These mecha-
nisms govern which certificates must be transferred and how the
client verifies them:
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e Standard TLS (w/o DANE): A client validates the server cer-
tificate by constructing a chain from the leaf certificate up to a
trusted root CA. Certificate verification relies on the root store
bundled with the client (e.g., web browsers [2, 30, 32]) or Oper-
ating System (OS).

e PKIX-TA (0): The server publishes its intermediate (or root) cer-
tificate as the TLSA record. The server must provide the certifi-
cate chain during the TLS handshake. Upon receiving the chain,
the client performs two checks: (i) it validates the chain using
the root store, and (ii) it compares the intermediate certificate
in the chain with TLSA fetched during the DNS phase.

PKIX-EE (1): This usage is similar to PKIX-TA, but the TLSA
record contains the server’s leaf certificate. The certificate vali-
dation remains the same as in PKIX-TA.

o DANE-TA (2): The server uses a certificate issued by a CA that is
not included in the client’s root store; e.g., an enterprise/orga-
nizational Trust Anchor (TA). The server publishes the CA/TA
certificate as the TLSA record. To complete the TLS handshake,
the server provides the leaf and CA/TA certificate, depending on
theMatching Type of the TLSA record; if the TLSA record already
includes the full CA certificate (i.e., a full-certificate matching
type), the server may omit sending it in the TLS handshake. The
client validates the chain using the certificate delivered by the
server and then verifies that the CA/TA certificate matches the
TLSA record.

o DANE-EE (3): The server publishes its leaf certificate (possibly
self-signed) as the TLSA record, removing the need for chain
validation. During the TLS handshake, the server presents only
the leaf certificate, and the client checks whether it matches the
value in the TLSA records.

DNS Security Extensions (DNSSEC). DNSSEC [36-38] guar-
antees the authenticity and integrity of DNS records. Since the
original DNS was designed without any security features, it is vul-
nerable to attacks such as cache poisoning. As a solution, DNSSEC
was proposed about two decades ago. To support DNSSEC, a do-
main (e.g., anon-domain1. com) must publish three types of records:
DNSKEY, DS, and RRSIG. A DNSKEY record contains the public key
(corresponding to the private key used for signing). The public
key is uploaded to the parent zone (e.g., . com) in the form of a DS
record to establish a chain of trust. Each DNS record served by the
domain is then signed (with the private key), and the signature is
stored as an RRSIG record. Through the trust chain formed from
the root zone to the end-domain, the authenticity and integrity of
DNS records are verified.

C Overhead of Let’s DANE proxy

Figure 9 shows the additional delays introduced by Let’s DANE
proxy compared to the baseline case, where the browser connects
directly to the web server. Despite the difference in absolute latency
across regions (due to RTT), the proxy adds less than 50 ms overhead
across configurations.
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Figure 9: Additional delays introduced by the DANE proxy (w/ Proxy) compared to the baseline (w/o Proxy). The upper plots
show CDFs, and the lower plots show interquartile range (IQR) box plots with median values.
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Figure 10: Page load time (ms) for Certificate Usage 0.
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Figure 11: Page load time (ms) for Certificate Usage 1.
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Figure 12: Page load time (ms) for Certificate Usage 2.
D Controlled Experiment: Supplementary East, page load times differ only marginally across Usage types
. . under all cache settings. The detailed phase breakdown shows the
D.1 TLSA Parameter Combination - All & p

same pattern: DANE-EE (3) is only about 3 ms faster than the others
in the DNS+TLS phase, primarily due to its shorter TLS phase (i.e.,
due to differences in the certificate validation mechanism), while the
DNS phase remains nearly identical across Usage types. Germany
shows the same relative pattern with proportionally larger absolute
delays, consistent with its higher RTT.

For completeness, we provide the full set of plots for all parameter
combinations. The complete page load time results for Certificate
Usage 0-3 are shown in Figure 10, Figure 11, Figure 12, and Fig-
ure 13. We also provide the full detailed delay plots in Figure 15,
Figure 16, Figure 17, and Figure 18.

Fixing Selector and Matching Type to 1 shows that all four
Certificate Usage types exhibit nearly identical delays. In US
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Figure 13: Page load time (ms) for Certificate Usage 3.
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Figure 14: Page load times (ms) for full certificate-chain vs. leaf-only configurations. Certificate Usage is fixed to 3, and only
TLSA 300, 310, and 311 are shown, as all other parameter combinations exhibit similar trends.

Table 1: TLSA parameter combinations used by domains in
the web-scale experiment. Note that the ratios sum to more
than 100% because a single domain may publish multiple
TLSA with different combinations.

Certificate Usage | Selector | Matching Type | # Domain Ratio

0 15 02%
0 1 41 05%
0 2 3 0.0%
(PKIX-TA) 0 - -
1 1 287 3.4%
2 8 0.1%
0 - -
0 1 60  0.7%
1 2 16 0.2%
(PKIX-EE) 0 T 00%
1 1 197 23%
2 165  1.9%
0 - -
0 1 95 1.1%
2 2 34 0.4%
(DANE-TA) 0 - -
1 1 1,630 19.1%
2 39 0.5%
0 1 00%
0 1 3,220 37.8%
3 2 77 0.9%
(DANE-EE) 0 15 02%
1 1 3,656 42.9%
2 382 4.5%

Total | 8,513

‘-’ No domains use this combination.

Within each Certificate Usage type, varying Selector and
Matching Type generally produces no meaningful differences. The
only notable exceptions are the TLSA 000 and 200 combinations,
as discussed in Section 4.1.2. The TLSA 100 and TLSA 300 combi-
nations also embed full certificates, but their certificates (i.e., the
leaf certificate) are smaller (1,096 bytes in our setup), keeping the
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Table 2: The top seven Top-Level Domains (TLDs) of authori-
tative nameservers serving 4,435 domains in our web-scale
analysis. A domain may use multiple nameservers, so the
ratios can exceed 100%.

TLD of Nameserver | #Domain Ratio
.nl (Netherlands) 1,854 41.8%
.eu (Europe) 1,587 35.8%

.be (Belgium) 1,263 28.5%
.net 498 11.2%

.com 497 11.2%

.org 153 3.4%

.de (Germany) 81 1.8%

response below the fragmentation threshold; thus no TCP fallback
occurs. However, if these certificates grow beyond 1,232 bytes, they
may similarly trigger TCP fallback and incur higher delays.

D.2 DANE and Certificate Chain Length

With DANE-EE usage, a server may serve only a leaf certificate
(possibly self-signed), and the client needs only to compare it with
the TLSA record. In our main setup, however, we use a Let’s Encrypt
certificate chain (intermediate and leaf) so that both STD-TLS and
DANE-TLS measurements are supported; STD-TLS requires chain
validation via root stores, whereas DANE-EE does not. To evaluate
whether serving a full chain affects performance, we compare delays
between two configurations: (1) serving the certificate chain and
(2) serving only the leaf certificate.

Figure 14 presents the page load times for three representative
parameter combinations (300, 310, 311). Across both regions, we
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observe no measurable difference between the two configurations,
and all remaining combinations exhibit the same pattern.

E Web-scale Measurement: Supplementary
E.1 TLSA Parameter Statistics

Table 1 summarizes the TLSA parameter combinations used by the
8,513 target domains in our web-scale measurement. The most
common combinations are 311 (42.9%) and 301 (37.8%). We also
observe that 15 domains (0.2%) publish TLSA 000 records. Among
these, 12 contain invalid TLSA values: although marked asMatching
Type 0, they actually publish SHA-256 digests. Two domains indeed
publish full-certificate values in their TLSA records.

E.2 TLD Distribution of Nameservers

Table 2 shows the top seven Top-Level Domains (TLDs) of authori-
tative nameservers serving the domains in our web-scale analysis.
The top three TLDs, covering more than 56% of domains, are all
based in Europe. This geographic concentration explains why page
load times measured from Germany are noticeably lower than those
from US East.
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F EDNSO Effect

A natural question is whether advertising a larger EDNSO UDP
buffer could avoid the DNS-over-TCP fallback we observe for over-
sized TLSA responses. In our setup, both the DANE proxy and the
recursive resolver advertise a 4,096-byte EDNSO buffer, yet TCP
fallback still occurs. A likely explanation is that, in practice, the
effective limit is not only the client-advertised EDNSO buffer size,
but also the UDP response-size limit adopted to avoid IP fragmenta-
tion. Since DNS Flag Day 2020 [11] and RFC 9715 [16] recommend
limiting UDP responses around 1,232 bytes, servers and resolvers
following this guidance may set the TC bit for larger responses
even when the client advertises a larger buffer. A larger EDNSO
buffer may therefore not be sufficient to avoid such fallback. In
addition, for two domains with full-certificate TLSA records (i.e.,
TLSA 000), we verified that DNSSEC-enabled TLSA lookups through
Google DNS return responses exceeding 1,700 bytes and trigger
TCP fallback, even when using a 4,096-byte advertised EDNS0O
buffer. Consistent with this, a recent study [15] reports that, for
DNSSEC-signed zones, TCP fallbacks remain frequent even with
a 4,096-byte EDNSO buffer. Overall, our observations suggest that
avoiding oversized (full-certificate) TLSA records is a more robust
approach than relaxing fragmentation-avoidance settings.
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Figure 15: Detailed delays (DNS+TLS, DNS, and TLS) for Certificate Usage 0 across two deployment regions.
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Figure 16: Detailed delays (DNS+TLS, DNS, and TLS) for Certificate Usage 1 across two deployment regions.
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Figure 17: Detailed delays (DNS+TLS, DNS, and TLS) for Certificate Usage 2 across two deployment regions.
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Figure 18: Detailed delays (DNS+TLS, DNS, and TLS) for Certificate Usage 3 across two deployment regions.
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